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Policy Statement:

South Central Louisiana Human Services Authority (SCLHSA) shall use the data network as a means
for worldwide research and communication to support the conduct of official programmatic and
administrative duties. Access to the data network will also include access to the internet as well as an
Outlook email address.

Rationale:

To establish guidelines to regulate and provide data network access for the South Central Louisiana
Human Services Authority.

Procedure:

Access to the SCLHSA data network will only be provided to employees, contractors, or interns for the
purpose of fulfilling responsibilities and job duties defined by SCLHSA. The following guidelines shall
be used to regulate and provide access to SCLHSA'’s data network:

A. The data network will be made available to all employees, contractors and interns who have a
need to correspond or obtain information over the Internet necessary in the performance of their
job duties and responsibilities. Need for access is to be determined by one’s supervisor. Access to
the data network will be requested via the SCLHSA Help Desk System. Upon employment or
contract with SCLHSA, the appropriate manager or supervisor of that individual will submit a ticket
to have a data network user account/identification created for that person. The following
information will be included in the request:

1. The persons first and last name.

2. The job title and start date.

3. The domicile location.

4. The supervisor of the employee.

5. Identify any special software, equipment, or application that the employee will need.

B. Upon the recognition of the request for the new user account, the account will be created within 48
business hours by the SCLHSA Information Technology (IT) Department.

C. The SCLHSA IT Department will submit a request to the Office of Technology Services (OTS)
Help Desk for an Outlook email account if an emalil is required for the employee’s job duties.

D. Use of the data network for any purpose other than legitimate SCLHSA business or SCLHSA
research is prohibited.




E. Supervisors are ultimately responsible for determining when an employee’s data network use is
interfering with that employee’s ability to perform duties. SCLHSA employees do not have a right
to, or expectation of, privacy while using any government equipment at any time.

F. Allfiles that are downloaded from the Internet are automatically scanned at the time of download
using current Anti-Virus software.

G. SCLHSA has the capability and the authority to evaluate the performance and use of its
Information Technology (IT) resources and will routinely monitor their use. SCLHSA'’s Information
Technology Department will maintain a log of all access to the Internet. Reports of activity will be
made available upon request by management. Designated staff in the Information Technology
Department may conduct random audits of users’ accounts.

H. The SCLHSA telemedicine network shall meet all technical and confidentiality standards as
required by state and federal law as well as manufacturing guidelines in order to ensure the
highest quality of care.

I. SCLHSA has standardized on Polycom video conferencing units. All units are connected to
SCLHSA's network and consist of audio and video equipment, which are configurable.

J. Any issues arising with the SCLHSA Telemedicine Network or equipment used in the provision of
services must be reported to the site Manager/Supervisor and the IT Department via the SCLHSA
Help Desk system for diagnosis of the problem and resolution as soon as possible. Most issues
may be handled remotely and stem from connectivity problems that can be reset through the
network.

K. Enforcement:

1. Supervisors and program managers are responsible for the firm enforcement of this policy.

2. SCLHSA staff who abuse these resources knowingly interfere with the operation of IT
systems, or otherwise fail to comply with the provisions of this policy are subject to disciplinary
action, including loss of privileges.

*This policy does not apply to the SCLHSA Intranet access, which is granted to all SCLHSA employees
with appropriate computer equipment and software.

Compliance Reguirement:
There are no compliance requirements for this policy.

Attachments:
There are no attachments for this policy.

Linkages:
There are no linkages for this policy.
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